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2.1 5789uMslgu Web Application Firewall (WAF) 983 a@nu®.

duillosnnn Fuil 18 fquisu wa. 2568 dfnauangnssuMInsinvanuuaaondeluues
WAIYA (@nuY.) %’mﬂizsqu%l,mmﬂ%mu Web Application Firewall (Imperva CWAF) ip3asilaunilas
web application 1138 website lngn15n513a8U N13NTBIUBYA Wag N5 Block Traffic wUanUaouiiiu
HTTP/HTTPS (mslaufiwuy Layer 7) fidands Web Application warlasiuliilvideyadioanain Application
TneiualilIsusgaIunsalduinig Web Application Firewall (WAF) lavithesiuas 3 T
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(Imperva CWAF) 310 @n%. il
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AUSATA ani edu kpru.ac.th
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huso.kpru.ac.th
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scitech.kpru.ac.th

auzmaTuladgaavnssy

techno. kpru.ac.th

AMZINGINTIANS

fins.kpru.ac.th

ﬂﬂl:“ﬂ'iﬂ'lﬂﬂ"lﬁﬂ‘;

nurse.kpru.ac.th

UHINGIGUTIFAYAUIWANYT LT OA

ms.kpru.ac.th

amiudtsuazann

research kpru.ac.th

ABams

FUNNUOTNMTURA president kpru.ac.th
dAningduaSuInnisuazaunziou reg kpru.ac.th/th
anindnsusnmsuazmalulabensauma aritkpru.ac.th

AninAalzimusisy acc kpru.ac.th

dAninuimsinmiuazsame’ld aslkpru.ac.th

noaaIMminAny std kpru.ac.th Rosms
KPRU MOOC mooc.kpru.ac.th
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- Aulas: kpru.ac.th

- Usgiannislaufnan (Top Attack Types): Bot-based traffic, n1saunulng .env/git, nslalauss
HTTP (Go, python-requests) wagn1slaufeaig Shellshock Vulnerability Scanner

- U9snAf uN19u99n15Laud (Top Attackers):: Usewalne, dulatlide, denlUs, andgaiusng,
GRGIERE

Yosunuiidrdy (Key Findings)

- Uszavnistaufingdn: mslaufidmedenduiuunnuaznisawnulnddfyuesszuuiuduguuy
fnusnniige

- unasfiinveansland: Usemelneduunasiinvesnisloniiagean sedaedulaiide wavdsnlus

- Sunaeunanisnl: wnnsaliindudedlewmasnsveznaniiviininihinnnu ildfidasna
Tivgerinysensgaesanide
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a'nmuazLi)‘umwmuaﬁ’uamﬁm“lﬁﬁ https://www.kpru.ac.th/km-web/files/report-waf1.pdf
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wnnsaignuden waglifinssuniunerueatiesvessuy verugnaewsieyala 9

Top Attack Types 7ins2amu lsiud msidrdaminenslaglailé$uaynn (Legal Resource Access)
$1uau 201,330 %9, nsamrids SQL (SQL Injection) 14,221 pda, mslduensuliifimmdsvasda (Bad Bots)
447 ady, mslaufnuuilsarsudduiles (Cross-site scripting) 45 a¥s wagnslaufuuunszateudnisufias
(DDOS) 6 A

Top Attackers Countries #att11931970 Ussinelne 183,191 p¥q BudufuLsn sosmuEIdy
Ao 1Wwasuil 13,766 A%t dlnwasuaud 7,142 ada, AsalUd 2,959 ads wasUsumeduy 5 dnvaeUTELe

nslaufiviavuaidatudeiiomanntiinindiseds uissvuansansaduuazuenldvui
laifivéngruvesnislanafiduensensazidadeyale o

Fofunufid iy (Key Findings)
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5. IsaSguidsusimsivenay Fuau 1 s1eien)

ddiu FEIPNTHUAIMT 219158¢ereu TsaGudlisen/endag/
(KPRU MOOC) fuszanunu
UIA.AN. waldon UIAAMUNUNYS
1 maluladiudin A5.390 ARSERN TsaSswdsusnsinenau
we.as s Leala *anineneiusedivinig
HALLONAS W yadlsa3ou 14 W.0.68 4
P5.980350 mslue

52108Un98i 5.2 MIUTEYUANNTIUNMIUIMIUIA.AMUNANYS AT 11/2568 | 12 woedneu 2568



